
XSSFilter updates

Browser Error when edited “Content-Security-Policy”

1. Added this
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2. Getting Browser Errors
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public void addConfigBasedOnESR(HttpServletResponse httpResp, HttpServletRequest httpReq,String cookieHeader) {
httpResp.addHeader("X-Content-Type-Options"”, “"nosniff");
httpResp.addHeader("X-XSS-Protection”, "1; mode=block");
httpResp.addHeader ("CACHE-CONTROL", "NO-CACHE");
httpResp.addHeader ("PRAGMA", "NO-CACHE");
httpResp.addHeader("X-Frame-Options", "SAMEORIGIN");

/* httpResp.setHeader("Cache-Control"”, "no-cache");
httpResp.setHeader("Cache-Control"”, “"no-store");
httpResp.setHeader("Pragma"”, "no-cache");

*/

// Content security policy

//Need to address it back based on Isomorphic security policy

httpResp.addHeader("Content-Security-Policy", "script-src 'self' ‘'unsafe-inline

// HTTP Strict transport security

httpResp.addHeader ("Strict-Transport-Security”, "max-age=31536000; includeSubDomains");
String sessionld = httpReq.getSession().getId();

boolean secureflag = addSecureFlag(httpResp, sessionId);

Cookie[] cookies = httpReq.getCookies();

if(cookies != null){

for(Cookie cookie : cookies){
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Some messages have been moved to the Issues panel. View issues

*16:48:31.245: INFO: Log:initialized ISC_Core.js?isc_vers.. 2020-08-08.js:1263

»*16:48:31.294:WARN: Log:EvalError: Refused to evaluate a  ISC Core.js?isc_vers.. 2020-08-08.js:1263
string as Javascript because ‘unsafe-eval' is not an allowed source of script in the following
Content Security Policy directive: “"script-src ‘self' ‘unsafe-inline'"

stack from error.stack:

Uncaught EvalError: Refused to evaluate a string as ISC_Core.js?isc_vers.op 2020-08-08.js:85
Javascript because 'unsafe-eval’ is not an allowed source of script in the following Content security
policy directive: "script-src 'self' ‘unsafe-inline'”

at new Function (<anonymous>)
at Object.isc_ makeFunction [as $aq] (ISC_Core.js?isc vers.Qp 2020-08-08.js:85)
at _3.isc_c_EventHandler_captureEvent [as captureEvent] (ISC_Core.js?isc_vers.. 2020-08-08.js:225

1)

at _3.isc_c_EventHandler_captureEvents [as captureEvents] (ISC_Core.js?isc_vers.. 2020-08-08.js:22
55)

at ISC_Core.js?isc_vers.._ 2020-08-08.7s:2366
» *16:48:31.317 :WARN: Log: TypeError: Cannot read property ISC_Core.js?isc_vers. 2020-08-08.js:1263

‘getPrototype' of undefined
Stack from error.stack:
<anonymous>(<no args: exited>) @ ISC_Foundation.js:49:195

Uncaught TypeError: Cannot read property 'getPrototype’ of ISC_Foundation.js?is.0p 2020-08-08.js:49
undefined
at ISC_Foundation.js?is.0p 2020-08-08.js:49

> *16:48:31.328:WARN: Log: TypeError: isc.ImgTab.getPrototype ISC_Core.js?isc_vers.. 2020-08-08.js:1263
is not a function
Stack from error.stack:

<anonymous>(<no args: exited>) @ ISC_Containers.js:34:76

Uncaught TypeError: isc.ImgTab.getPrototype is not a ISC_Containers.js?is.0p_2020-08-08.js:34
function

at ISC_ Containers.js?is.0p 2020-08-08.js:34
) *16.48. 82 WARN:Loo. TvpeError: ISC Core.qs?isc vers. 2020.08.08.4s:1263
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<anonymous>(<no args: exited>) @ ISC_Forms.js:34:102 -
© Uncaught TypeError: Cannot read property 'Class’ of ISC_Forms.js?isc_ver.op 2020-08-08.js:34
undefined

at ISC_Forms.js?isc_ver.@p 2020-08-08.js:34

A »*16:48:31.479:WARN: Log:EvalError: Refused to evaluate a  ISC_Core.js?isc_vers.. 2020-08-08.3s:1263
string as Javascript because ‘unsafe-eval' is not an allowed source of script in the following

Content Security Policy directive: "script-src 'self' 'unsafe-inline'".

stack from error.stack:

© uncaught EvalError: Refused to evaluate a string as ISC_Core.js?isc_vers.op 2020-08-08.js:85
Javascript because 'unsafe-eval’ is not an allowed source of script in the following Content security

Policy directive: "script-src 'self’ ‘unsafe-inline’".

at new Function (<anonymous>)

at Object.isc_ makeFunction [as $aq] (ISC_Core.js?isc vers.Qp 2020-08-08.js:85)

at Object.isc_c_Class__makeThunkFunction [as $1231] (ISC_Core.js?isc_vers.p 2020-08-08.j
at _3.isc_Class_observe [as observe] (ISC_Core.js?isc_vers.p 2020-08-08.js
at _3.isc_c_Page observe [as observe] (ISC_Core c_vers.. 2020
at ISC DataBinding.js?i.. 2020-08-08.js:11

:358)

A »*16:48:31.504:WARN: Log: TypeError:
isc.DrawPane.getPrototype is not a function
stack from error.stack:
<anonymous>(<no args: exited>) @ ISC_Drawing.js:184:1021

ISC_Core.js?isc_vers.. 2020-08-08.js:1263

© Uncaught TypeError: isc.DrawPane.getPrototype is not a ISC_Drawing. js _2020-08-08.

f“"c;f’?s[ http://localhost:7011/examinWeby/isomorphic/system/modules/ISC_Drawing.js?isc_version=v12.0p_2020-08-08.js:184
A »*16:48:31.508:WARN: Log: TypeError: Cannot read property ISC_Core.js?isc_vers. 2020-08-08.js:1263

‘addProperties’ of undefined

stack from error.stack:
loadskin(<no args: exited>) @ load_skin.
<anonymous>(<no args: exited>) @ load_skin.j

13240

© Uncaught TypeError: Cannot read property ‘addProperties’ of load_skin.js?isc_ver...op_2020-08-08.js:1
undefined
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