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Improper Neutralization of CRLF Sequences in
HTTP Headers (HTTP Request/Response © ix Recuied b Py
Splitting) (CWE ID 113)(14 flaws)

Description
A function call contains an HTTP response spiting flaw. Writing untrusted inputinto an HTTP header allows an
late the HTTP response rendered by the browser, leading to cache poisoning and cross-site scripting

Effort to Fix: 2 - Implementation error. Fix is approx. 6-50 lines of code. 1 day to fix.

Recommendations

Remove unexpected carriage returns and line feeds from untrusted data used to construct an HTTP response. Always
validate untrusted input to ensure that it conforms to the expected format, using centralized data validation routines.
when possible.

Instances found via Static Scan

Qs 44 - com.cs.examinear/i ~com/.../CompressionFilter java 365 5/6/11
somorphic_core_rpc
~v120pjar
Qe 7 - com.cs.examin.ear/c com/...uti/ExcaliburUtils java 330 2/26/21
om.cs.examin guiE)
Bjar
Qo 105 - com/.../HtpProxyServietjava 731 5/6/11
Qune 105 - com/.../HtpProxyServietjava 745 5/6/11
Quoaees 196 - ~./ProxyHittpServietResponse java 234 5/6/11
Qo 19 - ~./ProxyHttpServietResponse java 239 5/6/11
Qe 19 - ~./ProxyHittpServietResponse java 253 5/6/11
Qe 1% - ~./ProxyHttpServietResponse java 360 3/16/21





